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Abstract Collaborative filtering (CF) technique is capable of generating personalized recommendations. However, the recommender systems utilizing CF as their
key algorithms are vulnerable to shilling attacks which insert malicious user profiles
into the systems to push or nuke the reputations of targeted items. There are only
a small number of labeled users in most of the practical recommender systems,
while a large number of users are unlabeled because it is expensive to obtain their
identities. In this paper, Semi-SAD, a new semi-supervised learning based shilling
attack detection algorithm is proposed to take advantage of both types of data. It first
trains a naïve Bayes classifier on a small set of labeled users, and then incorporates
unlabeled users with EM-λ to improve the initial naïve Bayes classifier. Experiments
on MovieLens datasets are implemented to compare the efficiency of Semi-SAD with
supervised learning based detector and unsupervised learning based detector. The
results indicate that Semi-SAD can better detect various kinds of shilling attacks than
others, especially against obfuscated and hybrid shilling attacks.
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1 Introduction
The prevalence of Web 2.0 technologies leads to a great increasing of real time
generated data in various formats, such as text, XML, multimedia, time series, video,
image, and many others [22]. Therefore, it is getting harder for the common users to
acquire the information they really want timely and precisely. Recommender systems
utilize the opinions from a community to help the users in the same community to
identify their interested content from an overwhelming set of potential choices [3, 5].
Collaborative filtering (CF) is one of the most successful technologies used in the
recommender systems, from the e-business sites (Amazon.com), news, information
sites (dig and slashdot) to the social networking sites (Facebook).
The filtering process of CF is based on the profiles of other users, so the recommender systems using CF are vulnerable to shilling attacks, in which attackers benefit
themselves by introducing biased rating profiles [9]. Suppliers have motivation to utilize it to promote their own products and to bespatter their competitors. For example,
an author, motivated by selling more of his book, might create a collection of shilling
profiles rating the book highly to artificially promote the ratings given to genuine
users by the system. That will reduce the accuracy and damage the faith of the users
in the recommender system. Therefore, how to detect the shilling attacks is a big
challenge in the studies of recommender systems.
Some e-commerce web sites, e.g. Amazon and Taobao, have quite many users
but only a small number of the users can be identified as normal users or shilling
attackers. For instance, in Taobao, crown shop owners and buyers with high positive
ratings can be identified as normal users, and the users with fraud history or very low
positive ratings can be identified as shilling attackers. But the natures of other users
with moderate positive ratings cannot be identified without manual analysis. The
identified users are called labeled data, and others are unlabeled data. Generally, the
unlabeled data alone is insufficient to yield better-than-random classification because
there is no information about the class label [4]. But the unlabeled data do contain
the information about the joint distribution of the data features. Therefore, methods
of exploiting such unlabeled data can save both time and cost greatly.
Semi-supervised learning that began in the mid-1990s is a kind of machine learning
(ML) technique which can effectively exploit both unlabeled data and labeled data
[17]. It has attracted much attention from different fields, such as text classification,
web page classification, medicinal image analysis, etc. In this paper, the semisupervised learning will be applied in the shilling attack detection. There are three
kinds of semi-supervised learning algorithms: generative model, transductive inference and co-training paradigm [25]. The most straightforward algorithms use a generative model for the classifier and employ Expectation Maximization (EM) to model
the label estimation [20]. In this paper, based on generative model, the proposed
approach utilizes naïve Bayes as the initial detector and EM-λ, an augmented EM,
to improve the detector.
As described before, it is common that the number of labeled users is much smaller
than unlabeled users. In that case, the great majority of the data determining EM’s
parameter estimates comes from unlabeled data. Therefore, EM is almost equivalent to an unsupervised clustering. Because labeled users are valuable for shilling
attack detection, we add a weighting factor λ(0 ≤ λ ≤ 1) to decrease the impact
of unlabeled data for EM, which is called EM-λ [16]. Experiments on the MovieLens
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datasets show that carefully selecting λ could significantly improve the performance
of detector, especially for the case with small number of labeled users.
Most previous shilling attack detection methods use supervised learning, and
few methods use unsupervised learning. To the best of our knowledge, there is
none shilling attack detection method utilizing semi-supervised learning except our
abbreviated report [23]. In this paper, we propose to utilize semi-supervised learning
to identify attack profiles and describe how to apply semi-supervised learning to
shilling attack detection in detail. We evaluate the algorithm in scenarios of various
obfuscated attacks and hybrid attacks.
The rest of the paper is organized as follows. Section 2 reviews the related work
on CF algorithms, shilling attacks classification and shilling attack detection methods.
Section 3 presents data format and problem statement. In Section 4, Semi-supervised
learning based Shilling Attack Detection (Semi-SAD) algorithm is described in
details. In Section 5, we demonstrate the effectiveness and efficiency of our SemiSAD algorithm by experiments. Section 6 summarized the whole paper.

2 Related work
CF algorithm is a widely used recommendation algorithm. But the recommender
systems using CF algorithm are vulnerable to the shilling attack. Meanwhile, malicious users can utilize different methods to create shilling attack profiles and employ
obfuscated techniques to make the detection of attack more difficult. Section 2.1 reviews three different types of CF algorithms, Section 2.2 introduces the classification
of shilling attacks and various obfuscated techniques, and Section 2.3 discusses
existing detection methods for shilling attacks and compares these methods with the
proposed method.
2.1 Collaborative filtering (CF) algorithms
The initial algorithm used by recommender systems is the Content-based algorithm
which recommends the similar items preferred by user in the past [14]. Content-based
algorithm relies on rich content descriptions of the items or services. For instance, if a
system wants to recommend a coat, the Content-based algorithm requires the information about brand, style, color, price, etc. Therefore, the designer of the Contentbased algorithm has to obtain abundant domain knowledge which may not be readily
available or not straightforward to maintain.
Different from the content-based algorithm, CF algorithm collects opinions from
users in the form of ratings on items. Its advantage over the Content-based algorithm
is that only historical information of users is required instead of the representation
of the items. CF algorithms can be classified into three categories [1, 24]: User-based
CF (UCF), Item-based CF (ICF) and Hybrid CF (HCF). Any CF algorithm consists
of two phase: (1) compute the similarity and find k nearest neighbors (kNN) of user
or item; (2) predict on the basis of k nearest neighbors. The similarity computation
often employs Pearson correlation coefficient (PCC) as shown in (1).

(rua − ru )(rva − rv )
sim(u, v) =  a∈I
(1)

2
2
(r
a∈I ua − r u )
a∈I (r va − r v )
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kNN often removes the top k similar neighbors from the set, if their similarities
are equal or smaller than 0. It will enhance the prediction quality, so it is adopted in
this paper.
The first phases of the three kinds of CF algorithms are same, and the discrimination lies in their second phases described as below.
–

–

–

UCF Prediction is generated based on k nearest neighbors of the active user. pu,i
represents the predicted rating of user u on item i and can be calculated by (2).

v∈Nu,i sim(u, v)(r vi − r v )

(2)
pu,i = ru +
v∈Nu,i sim(u, v)
where Nu,i is user u’s top k neighbors with respect to item i and consists of k users
who have rated i and have the greatest PCC with u.
ICF On the basis of k nearest neighbors of item, the formula used to compute
the prediction rating of user u on item i is:

j∈N sim(i, j)r uj

pu,i =  i
(3)
j∈Ni sim(i, j)
HCF HCF method synthesizes UCF and ICF by a weighting model. The prediction rating is computed by (4).
pu,i = ϕpu,i + (1 − ϕ) pu,i

(4)

When the value of ϕ increases, HCF squints towards UCF. Conversely, HCF is
altered to squints towards to ICF. If ϕ=1 HCF is altered to UCF and if ϕ=0 HCF
is altered to ICF.
The above-mentioned HCF method combines UCF and ICF. Another hybrid
recommender system combines content-based algorithms and CF methods. For
instance, Gunawardana et al. utilize unified Boltzmann machines to encode collaborative and content information as features, and then learn weights reflecting how well
each feature predicts user actions [7]. Manouselis et al. have employed multi-criteria
decision making methods to facilitate recommendation [12]. One recent interesting
extension for CF is the use of sentiment analysis to augment ratings for performing
CF [11]. Combing sentiment analysis with CF can utilize user-generated reviews in
the context of the article instead of numerical ratings.
2.2 Shilling attacks classification
From the intention perspective, shilling attacks can be divided into push and nuke
attacks to make a target item more or less likely to be recommended respectively.
There is economic motivation for the attacker to carry out push attack on their own
items, or pose nuke attack on others. Burke et al. [2] described five models for generating shilling attack profiles. Figure 1 and Table 1 describe these five attack strategies
for push and nuke intent.
A shilling profile consists of three parts: target item, filler items and non-voted
items. Target item is often assigned the highest rating in a push attack, or the lowest in
a nuke attack. Filler items are a set of items that make the shilling profile look normal
and yield a bigger impact against a system. Quality of the filler items depends on the
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Figure 1 The general form of
a user profile.

knowledge about the recommender system. The more the knowledge is obtained,
the more sophisticated shilling attack can be generated. Non-voted items are the
remaining unrated items. The difference of five shilling attack models is the rating
method for filler items.
Williams et al. proposed three obfuscated attack models, noise injection, user
shifting and target shifting, for shilling attackers in order to make the detection more
difficult [19]. Since user shifting is the general expression of noise injection, noise
injection and target shifting are selected in this paper to obfuscate the attack profiles.
These two techniques are described as follows.
–

–

Noise injection. Add a Gaussian distributed random number multiplied by to
each rating within a subset of filler item set. This noise can be used to blur the
profile characteristic that are often associated with the known attack types.
Target shifting. For the push attack, the technique shifts the rating given to the
target item from the maximum rating to a rating one step lower; or for the nuke
attack, it increases the target rating to one step above the lowest rating.

Apart from above-mentioned obfuscated techniques, Hurley et al. presented a
simple and effective strategy to obfuscate the average attack, Average over Popular
items (AoP) [8]. AoP x% attack chooses filler items with equal probability from the
top x% of most popular items, rather than from the entire catalogue of items.
We have noticed that besides the above-mentioned attacks, hybrid shilling attack,
which injects various types of shilling attacker profiles into the recommender system

Table 1 Five shilling attack models for push and nuke intent.
Attack models

Push

Nuke

Random attack

Is = Ø; give I F random
ratings; it = rmax
Is = Ø; the ratings for I F
are distributed around the
mean for each item i;
it = rmax
Is are the target item’s
similar items and Is = rmax ;
I F = rmin ; it = rmax
Is are the frequently
rated items and Is = rmax ;
give I F random ratings;
it = rmax
Is = Ø; copy a
existing user profile
as I F ; it = rmax

Is = Ø; give I F random
ratings; it = rmin
Is = Ø; the ratings for I F
are distributed around the
mean for each item i;
it = rmin
Is are the target item’s
similar items and Is = rmin ;
I F = rmax ; it = rmin
Is are the frequently
rated items and Is = rmin ;
give I F random ratings;
it = rmin
Is = Ø; copy a
existing user profile
as I F ; it = rmin

Average attack

Segmented attack

Bandwagon attack

Sampling attack
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simultaneously, also cannot be detected easily. Previous work has not considered
detection against the hybrid shilling attack, and the existing algorithms also do not
evaluate their performance under the hybrid shilling attacks.
2.3 Shilling attack detection methods
The detection algorithm of shilling attack aims to construct a set of abnormal activity.
If the generated set is consistent with shilling attack, the detected abnormal activity
source will be considered as shilling attacker.
Lam et al. had evaluated the impact of random attack and average attack on
user-based and item-based CF algorithms [9]. The first shilling detection algorithm
based on features of shilling profiles was proposed by Chirita et al. [6] for random
attack and average attack. Then, Mobasher et al. proposed a detection algorithm for
segmented attack [15]. Except random attack, shilling attacks require knowledge of
the system which is available in recommender systems. For instance, MovieLens and
Internet Movie Database (IMDb) publish the mean of all items and the user profiles.
Therefore, attackers are able to use the open knowledge to generate various sophisticated shilling attacks. Detection algorithm against these shilling attack models should
be further studied. Hurley et al. propose to use Neyman-Pearson statistical detection
to identify attack profiles [8].
From the machine learning perspective, most previous shilling detection algorithms are the supervised learning approaches, such as algorithms reported in
[2, 6, 15, 19]. Three disadvantages of the supervised detection algorithms are:
1. They need a large number of training data, and can only detect the profiles similar to the profiles in the training data. They are successful in detecting the attacks
with dense attacker profiles, but unsuccessful against attacks which are small in
profile size or have high sparsity.
2. They cannot cope with the obfuscated shilling profiles if the training data does
not include various obfuscated examples.
3. They perform badly against hybrid shilling attacks because different shilling
attack types have different characteristics and the mixture will misguide the
training of detector.
Mehta et al. have proposed an unsupervised shilling attack detection algorithms
using principal component analysis (PCA) [13]. Hurley et al. have reported that
PCA-based detector is ineffective to AoP attack [8], which reveals the fact that the
unsupervised learning approach does not make good use of the labeled data which
indeed exists and is significant for the detection. Recently, Lee et al. proposed a new
detector using a clustering method and the Group RDMA (GRDMA) metric [10].
Therefore, semi-supervised approach has great potentiality to build an effective
shilling attack detector by exploiting both labeled data and unlabeled data. Most
of the popular semi-supervised approaches employ the Expectation Maximization
(EM) to model the parameter estimation process. EM-λ, an augmented EM proposed by Nigam et al. [16], modulates the influence of the unlabeled data by adding a
weighting factor λ to estimation. EM and Naïve Bayes are two of the most influential
algorithms that have been widely used in the data mining community [20]. Naïve
Bayes is a supervised classification method and it is very easy to construct, not
needing any complicated iterative parameter estimation schemes. In this paper, we
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combine Naïve Bayes and EM-λ to build a new shilling attack detector exploiting
both labeled data and unlabeled data.

3 Data format and problem statement
Before performing classification on user profiles, we pre-process each user profile to
format its features. The proposed shilling detection algorithms will perform on the
formatted data as shown in Figure 2. UID uniquely identifies a user and is the main
key of a profile. There are two possible classes for each profile: Shilling (S) means
that the detector has determined that the profile is an instance of an attack profile
and Normal (N) means that the detector has determined that the profile is that of a
genuine system user. For training data, the class label is known. For testing data, the
class label is unknown and will be determined by the detection algorithms. Metrics
are used to describe the characteristics of the normal users or the shilling attackers.
No single metric can distinguish the normal users from the shilling attackers entirely.
Therefore, we should select and define a series of metrics.
3.1 Definition of detection metrics
Previous work has defined a multitude of detection metrics [2, 6, 19]. In this paper,
the selected metrics are based on the aim and essence of shilling attackers, which
means that if an attacker does not violate these metrics, its aim will not be achieved
or its power of influence to the recommender system will be reduced.
The first metric is entropy that measures the degree of dispersal or concentration
of user profiles. Shilling attackers often generate random ratings with Gaussian
distribution. For instance, in MovieLen dataset with five-point, shilling attackers
utilize the Gaussian distribution with the mean 3.6 and standard deviation 1.1 [9].
Therefore, the entropy of shilling attackers tends to be smaller than the normal users.
The definition of entropy is given in Definition 1.
Definition 1 (Entropy) Let Xu = {ni , i = 1, 2, · · · , rmax } be an statistical set of user
u, where ni means the occurring time of the i-th possible rating in the u s profile. The
entropy H(u) can be computed as (5).
H(u) = −

rmax

ni
i=1

S

max

ni
ni
where S =
S
i=1

r

log2

(5)

The value of H(u) is in [0,log2 rmax ]. The minimum value 0 means all ratings are
the same (rmax = 1) and the maximum value log2 rmax indicates ni = n j for all i,j.
According to [13], the influence to a recommender system is maximized if the PCC
of the shilling attacker is maximized with all the users’ profiles. We define Degree
of Similarity with Top Neighbors (DegSim) to calculate the average similarity of a
profile’s k nearest neighbors.

Figure 2 Data format after
pre-processing.

UID/Profile

Class
S/N

Metric 1
H(X)

Metric 2
ADegSim

... ...

Metric m
RDMA
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Definition 2 (DegSim) The average similarity of u’s k nearest neighbors can be
computed as:
k
simuv
(6)
DegSimu = v=1
k
Shilling attackers can add rated items to increase DegSim. Chirita had discovered
that DegSim resembles Number of Prediction-Dif ferences (NPD) defined for each
user as the number of net prediction changes in the system after her removal from
the system [6]. Therefore, we only select one metric between DegSim and NPD.
Length Variance (LengthVar) is introduced to measure the difference between
the length of a given profile and the average length among all user profiles.
Definition 3 (LengthVar) Let #(Pu) be the length of u, and N be the total number
of user profiles. LengthVaru can be computed as:
|#(Pu ) − #|
LengthVaru =  N
2
i=1 (#(Pu ) − #)

(7)

Rating Deviation from Mean Agreement (RDMA) proposed by Chirita [6] identifies attackers through examining the average deviation per item, weighted by the
reciprocal of the rating number of that item.
Definition 4 (RDMA) Let N Ri be the number of ratings provided for item i by all
users, Nu be the number of items rated by u, RDM Au can be computed as:
 Nu |rui −ri |
RDM Au =

i=0

N Ri

Nu

(8)

Bandwagon and segment attackers give a group of items the highest ratings, which
leads to the large difference between average rating of items with the highest ratings
and average rating of other rated items. Therefore, we define the Filler Mean Target
Dif ference (FMTD) metric which can be computed as:
Definition 5 (FMTD) Let PuT be the item set with the highest rating, and PuF be
the remaining rated item set. F MT Du is given as:

 
 


j∈PuF r uj 

i∈PuT r ui
−
(9)
F MT Du = 



|PuT |
|PuF |
For segmented attack profile u, F MT Du = 4 and FMTD is effective to the
segmented attack.
3.2 Problem statement
This section presents the formal statement for shilling attack detection problem.
The original input is the set of rating records of all users. Let L denote the labeled
user profile set with size |L| L = {(u1 , c1 ), (u2 , c2 ), · · · , (u|L| , c|L| )}, and U denote
unlabeled user profile set with size |U| U = {u1 , u2 , · · · , u|U| }. If the class label of a
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Figure 3 The steps involved in shilling attack detection.

user (shilling or normal) is known, the user belongs to L, otherwise the user belongs
to U. There is a one-to-one correspondence between any user in U and its class
label. The class labels of U is written {c1 , c2 , · · · , c|U| } which is the output of shilling
detection algorithms.
The shilling attack detection algorithms try to learn the function θ : U → C in
order to accurately predict class label c for any user profile u. ui , uj ∈ U are the
UID as shown in Figure 2. ci ∈ C is the class label categorized into normal(N) and
shilling(S).
Figure 3 summarizes the steps involved in shilling attack detection problem. Note
that not all steps can take place in any single particular scenario. For example, supervised learning based detectors do not need unlabeled data set and there is no step for
improving the classifier, then the initial classifier trained on labeled data set is taken
as the final detector. Conversely, there is no step for training an initial classifier,
and we can think the step for improving the classifier as performing unsupervised
clustering.

4 Semi-supervised learning based Shilling Attack Detection (Semi-SAD) algorithm
The main contribution of this paper is how semi-supervised learning can be utilized
to detect shilling attacks. The proposed Semi-SAD algorithm consists of two phases.
The first phase trains a naïve Bayes classifier on a small set of labeled data and the
second phase incorporates unlabeled data with EM-λ to improve the initial naïve
Bayes classifier.
4.1 Phase 1: Training a Naïve Bayes classifier on labeled data
This section presents how to utilize naïve Bayes, a well-known probabilistic classifier,
to train an initialized classifier on labeled data. Naïve Bayes is the foundation upon
which we will later build the method to incorporate unlabeled data.
The naïve Bayes classifier is employed to estimate the probability of an unknown
user profile belonging to a certain class. In shilling attack detection, a class can
be categorized into normal(N) and shilling(S) with label written in C = {S, N}. All
metrics defined in Section 3.1 are successive values. We assume the i-th metric Mi
follows the Gaussian probability distribution with mean μi and standard deviation
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σi . P(xi |C) is the probability of a user profile belonging to the class C if its i-th metric
Mi = xi .
P(xi |C) = g(xi , μCi , σCi ), where

1

g(x, μ, σ ) = √

2πσ

e−

(x−μ)2
2σ 2

(10)

In (10), μCi and σCi are the mean and standard deviation of the i-th metric of
the labeled data in class C. g(x, μ, σ ) is the probability density function of Gaussian
distribution. For the user profile u in the data format of Figure 2, the probability of
u belonging to the class C is given by (11).
n

P(u|C) =

P(xui |C)

(11)

i=1

With (10) and (11), we can calculate the probability of an unknown user profile
belonging to a certain class. As a matter of fact, the labeled data is utilized to determine the parameters, i.e. mean and standard deviation, of probability distribution of
each class.
4.2 Phase 2: Incorporating unlabeled data with EM-λ to improve the classifier
The advantage of semi-supervised learning method over supervised learning method
is that the unlabeled data is exploited to improve the classifier. Especially when the
labeled data is sparse, the parameter variance from the naïve Bayes classifier is so
big that the accuracy of shilling attack detection is unacceptable.
EM algorithm is a widely used approach to exploit the unlabeled data. EM-λ,
an augmented EM proposed by Nigam et al. [16], modulates the influence of the
unlabeled data by adding a weighting factor λ in the estimation. EM iteratively reestimates parameters by repeating two steps (E-step and M-step) until converging
to a stationary value for the estimation. The estimated parameters in shilling attack
detection are the mean and standard deviation of both normal class and shilling class.
–

E-step: Calculate the probability of each user profile belonging to a class
from (12).
P(uk ∈ C) = P(c|uk ) =

–

P(C)P(uk |C)
P(uk )

(12)

The class probability P(C) represents P(N) and P(S) which are either taken to
be uniform, or estimated by counting the number of times each label appears
in the labeled data. P(u) is taken to be constant. Therefore, P(uk ∈ C) is only
determined by P(uk |C) that can be get from (10) and (11).
M-step: Calculate the estimated parameters based on the probability calculated
in E-step. We have the mean of the i-th metric on the data belonging to class C
as follows:
μCi =

1 |C|
 ωu xui
|C| u=1

(13)
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The standard deviation of the i-th metric on the data belonging to class C can be
computed as:
σCi =

1 |C| 2
 ω (xui − μCi )2
|C| u=1 u

(14)

Note that in (13) and (14), the number of each class |C| is also computed by
adding weight ωu . |C| represents |N| and |S| computed by (15).
|U|

|C| = |LC | + u=1 ωu

(15)

In (15), |LC | is the number of users labeled C in L. The probability of a user
belonging to certain class (N or S), is employed as a weighting factor in the
estimation. In (13)–(15), ωu can be computed by (16):
P(u ∈ C)
ωu = 
j P(u ∈ C j )

(16)

In labeled data set, ωu is either 0 or 1. EM-λ has the same E-step as EM, but the
M-step is different with the following entail for (16). Then (u) is defined to be
the weighting factor if u is in the unlabeled set, and 1 if u is in the labeled set:
(u) =

λ if u ∈ U
1 if u ∈ L

(17)

P(u ∈ C)
 j P(u ∈ C j)

(18)

Then, we can rewrite (18) as:
ωu =

(u)

The weighting factor λ is used to adjust the impact of unlabeled data to estimation.
It is obvious that as λ is decreasing, the unlabeled data will have less influence to the
shape of EM’s hill-climbing surface. When λ = 1, each unknown user profile will
be weighted as known user profiles, and EM-λ squints towards to the original EM
algorithm.
4.3 Pseudo-code of Semi-SAD
Semi-SAD algorithm is designed to integrate the naïve Bayes classifier presented in
Section 4.1 with the EM-λ in Section 4.2. The pseudo-code of Semi-SAD is given in
Algorithm 1.
Semi-SAD starts with the labeled user profile set, L, and the unlabeled user profile
set, U. The user profile is the user’s rating for some items, for example, a user
rates movies he/she watched in the MovieLen dataset. The naïve Bayes classifier
are trained on the labeled user profile set, L, as the initial classifier. Then, SemiSAD starts the iteration of E- and M-steps until the estimated parameters become
stable. In practice, we define that the convergence has occurred if observing a belowthreshold change of (13) and (14). Once the iteration stops, the initial classifier has
been improved by EM-λ, and returned it as the shilling attack detector.
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Algorithm 1 Pseudo-code of the Semi-SAD algorithm.
Input:
L: Labeled user profile set
U: Unlabeled user profile set
Output:
A shilling attack detector, θ that takes an unknown user profile and predicts a
class label.
1: Take pre-process on L and U to derive the data format shown in Figure 2.
2: Train an initial naïve Bayes classifier, θ, based on labeled user profile set, L, only.
3: repeat until none of estimated parameters (μCi and σCi ) changes
4:
(E-step) Utilize the current classifier, θ, to calculate the probability of each
user profile belonging to each class from (12).
5:
(M-step) Improve the current classifier, θ, by utilizing (13)–(18).
6: end of repeat
7: Take the classifier, θ, to be the shilling attack detector.
8: Compute the ratio
= ln

P(xk |S)
P(S|u)
P(S)
n
ln
= ln
+ k=1
P(N|u)
P(N)
P(xk |N

(19)

9: for all user profiles in U
10:
if( > η) the user is Shilling attacker.
11:
else the user is Normal user.
12: end of for

We employ ln function, a monotonic increasing function, to compute the ratio .
For any unknown user profile, the shilling attack detector can predict its class label
by comparing the ratio with the threshold η. The threshold η is selected through
an empirical evaluation in practice and can be employed to obtain the Receiver
Operating Characteristic (ROC) curve.

5 Experiments on MovieLens datasets
MovieLens published by GroupLens datasets1 are used in the experiments. This
dataset consists of 100,000 ratings on 1682 movies by 943 users. All ratings are integer
values between one and five where one is the lowest (disliked) and five is the highest
(most liked). The push attack is demonstrated in the experiments. Table 2 shows the
generation method of five types of push attacker profiles. Then, these shilling attack
profiles are injected into MovieLens datasets.
We continue to utilize two staple metrics specif icity and sensitivity to evaluate the
performance of Semi-SAD. To define specif icity and sensitivity explicitly, a two by
two confusion matrix is defined for shilling attack detection problem as shown in
Figure 4.

1 http://movielens.umn.edu/
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Table 2 Generation methods for five shilling attack models.
Attack models

Generation methods

Random attack

rate 5 to a target item; give filler items random ratings conforming to a
Gaussian distribution with mean 3.6 and standard deviation 1.1
rate 5 to a target item; the ratings for filler items are distributed
around the mean for each item
rate 5 to a target item and its similar items; rate 1 to filler items
rate 5 to a target item and 20 bandwagon movies which are those with
the most ratings in the dataset; give filler items random ratings conforming
to a Gaussian distribution with mean 3.6 and standard deviation 1.1
copy existing user profiles including maximum rating records;
rate 5 to a target item

Average attack
Sampling attack
Segmented attack

Bandwagon attack

Based on the confusion matrix, specif icity and sensitivity are defined in (20) and
(21) [18]:
sensitivity =

#true positives
#true positives + #false negatives

(20)

specif icity =

#true negatives
#true negatives + #false positives

(21)

The specif icity measures the proportion of correctly identified normal profiles,
and the sensitivity measures the proportion of correctly detected attack profiles.
We compare Semi-SAD algorithm with supervised and unsupervised learning
based algorithms. The supervised learning based algorithm utilizing naïve Bayes to
train a detector on labeled data, and this detector is named Bayes-SAD. PCA-based
detector proposed in [13] is selected as the representative of unsupervised algorithm,
and this detector is named PCA-SAD.
5.1 Performance of Semi-SAD against obfuscated single shilling attack
We divide the datasets into training dataset and test dataset. For Semi-SAD, training
dataset is relatively small and consists of only 100 normal users and 50 shilling
attackers. For Bayes-SAD, training dataset contains 943 normal users and 94 shilling
attackers, and the attack size is set to 10% in the experiments. PCA-SAD detects
shilling attacks based only on test dataset. All three algorithms can effectively detect

Figure 4 Confusion matrix for shilling attack detection problem.
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Table 3 Comparison of detection performance against obfuscated random attacks.
Filler size
Sensitivity

Specif icity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

5%

10%

20%

30%

40%

50%

0.957
0.755
0.925
0.985
0.982
0.898

0.978
0.857
0.942
0.982
0.984
0.918

0.989
0.798
0.953
0.987
0.983
0.926

1
0.744
0.968
0.991
0.965
0.924

1
0.766
0.982
0.997
0.935
0.936

1
0.777
0.976
0.998
0.922
0.965

single shilling attack because the profiles in test dataset are same as those in training
dataset. Therefore, our experiments focus on the evaluation of the performance
against obfuscated single shilling attacks.
Shilling attack profiles injected into training dataset are constructed according
to Table 2. Then, noise injection and target shifting as mentioned in Section 2.2
are utilized to obfuscate the shilling attack profiles injected into the test dataset.
Sensitivity and specificity of three algorithms against five obfuscated shilling attacks
are listed in Tables 3, 4, 5, 6 and 7, according to which, Bayes-SAD has the lowest
sensitivity because shilling user profiles in training dataset are not obfuscated and
then supervised learning technique cannot identify obfuscated shilling attackers
effectively. Since normal user profiles in training dataset and test dataset are similar,
the specificity of Bayes-SAD is still passable.
Tables 3–7 also show that sensitivity and specificity of Semi-SAD are higher
than those of PCA-SAD. Shilling attack profiles with more filler items are readily
identified by Semi-SAD, and Semi-SAD is verging to a ideal classifier with the
increase of filler size. Shilling attackers with more filler items will have more neighbors and be more effective to recommender systems. Hence, the attacker should
make a compromise between detectability and attack performance. Moreover, since
sampling attack does not contain filler items, we vary the length of shilling attackers
in Table 7, which indicate that the shilling attack will be more effective and detectable
if the attacker copies longer profiles.
5.2 Performance of Semi-SAD against AoP attack
AoP attack introduced in Section 2.2 is a simple and effective obfuscated average
attack. Experiments in Section 5.1 show that supervised learning based detector (e.g.
Bayes-SAD) is vulnerable to obfuscated shilling attacks. Therefore, we compare the
anti-AoP performance of Semi-SAD with PCA-SAD in this section.

Table 4 Comparison of detection performance against obfuscated average attacks.
Filler size
Sensitivity

Specif icity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

5%

10%

20%

30%

40%

50%

0.989
0.564
0.974
0.858
0.87
0.907

0.989
0.702
0.968
0.921
0.932
0.907

1
0.734
0.905
0.948
0.927
0.915

1
0.691
0.919
0.939
0.927
0.912

0.989
0.713
0.926
0.941
0.909
0.91

1
0.776
0.936
0.937
0.916
0.914

Note: The value larger than the one in “Semi-SAD” is in bold
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Table 5 Comparison of detection performance against obfuscated segmented attacks.
Filler size
Sensitivity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

Specif icity

5%

10%

20%

30%

40%

50%

1
0.766
0.91
0.952
0.927
0.965

1
0.904
0.896
0.97
0.963
0.966

1
0.872
0.898
0.989
0.982
0.98

1
0.883
0.932
0.976
0.948
0.955

1
0.894
0.912
0.999
0.971
0.95

1
0.883
0.856
1
0.958
0.963

Note: The value larger than the one in “Semi-SAD” is in bold

Table 6 Comparison of detection performance against obfuscated bandwagon attacks.
Filler size
Sensitivity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

Specif icity

5%

10%

20%

30%

40%

50%

0.947
0.904
0.918
0.915
0.934
0.976

0.957
0.83
0.967
0.972
0.969
0.985

1
0.787
0.935
0.999
0.967
0.983

1
0.84
0.921
0.996
0.958
0.965

1
0.819
0.982
1
0.952
0.957

1
0.798
0.91
1
0.961
0.973

Note: The value larger than the one in “Semi-SAD” is in bold

Table 7 Comparison of detection performance against obfuscated sampling attacks.
Length of profiles

[20,30)

[30,50)

[50,100)

[100,200)

≥ 200

Sensitivity

0.914
0.872
0.328
0.823
0.897
0.58

0.904
0.883
0.347
0.879
0. 906
0.576

0.935
0.851
0.465
0.834
0.881
0.839

0.946
0.862
0.586
0.865
0.904
0.826

0.979
0.84
0.59
0.893
0.896
0.875

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

Specif icity

Note: The value larger than the one in “Semi-SAD” is in bold

1.0

1.0
Semi-SAD, 20% AoP
PAD-SAD, 20% AoP

0.9

0.8

0.8

0.7

0.7

sensitivity

sensitivity

0.9

0.6
0.5
0.4

0.6
0.5
0.4

0.3

0.3

0.2

0.2

0.1

0.1

0.0
0.00

0.05

0.10

0.15

0.20

0.25

0.30

0.35

Semi-SAD, 60% AoP
PCA-SAD, 60% AoP

0.0
0.00

1- specificity

Figure 5 Semi-SAD vs. PCA-SAD against AoP attack.
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Table 8 Comparison of detection performance against average + bandwagon attacks.
Filler size
Sensitivity

Specif icity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

5%

10%

20%

30%

40%

50%

0.964
0.849
0.96
0.99
0.941
0.94

0.968
0.968
0.958
1
0.976
0.966

0.985
0.979
0.954
1
0.972
0.968

0.987
0.968
0.962
1
0.963
0.976

0.977
0.957
0.952
1
0.978
0.97

0.986
0.968
0.958
1
0.978
0.97

ROC curve is employed to describe the performance of two detectors. ROC space
is defined by 1- specif icity and sensitivity as x and y axes respectively, which depicts
relative trade-offs between true positive (benefits) and false positive (costs). For
Semi-SAD, the ROC is generated by varying the threshold η. For PCA-SAD, the
ROC is generated by varying the attack cluster size. Figure 5 illustrates the ROC
curves of two detectors in AoP 20% attack and AoP 60% attack respectively. The
results show that Semi-SAD has higher probability of good detection and lower
probability of false alarm than PCA-SAD.
5.3 Performance of Semi-SAD against hybrid shilling attack
Hybrid shilling attack as mentioned in Section 2.3 injects various types of shilling
attacker profiles into the recommender system simultaneously. The experiments in
Section 5.3 evaluate the performance of Semi-SAD against hybrid shilling attacks.
Average attack and random attack are similar because they rate 5 to only one item;
bandwagon attack and segmented attack are similar because they rate 5 to a group of
items. Therefore, the combination of average attack and bandwagon attack is chosen
as the representative of hybrid shilling attack. Firstly, we compare sensitivity and
specificity of three algorithms against average + bandwagon attacks and obfuscated
average + bandwagon attacks. The attack size is set to 10%, and the numbers of two
kinds of attacks are equivalent. Tables 8 and 9 show the experimental results. Three
algorithms all achieve high sensitivity and specificity. However, Semi-SAD has the
highest sensitivity and specificity all the time.
Secondly, we evaluate Semi-SAD in more wretched conditions where five types
of shilling attacks are injected simultaneously. The attack size is extended to 15%,
and each type of attack accounts for 3%. Tables 10 and 11 illustrate the experimental
results. Sensitivity of Bayes-SAD and PCA decreases dramatically comparing with
Tables 8 and 9. However, sensitivity of Semi-SAD decreases slightly and still remains

Table 9 Comparison of detection performance against obfuscated average + bandwagon attacks.
Filler size
Sensitivity

Specif icity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

5%

10%

20%

30%

40%

50%

0.922
0.916
0.918
0.98
0.898
0.942

0.936
0.883
0.928
1
0.904
0.956

0.93
0.894
0.894
1
0.913
0.962

0.904
0.883
0.892
1
0.886
0.966

0.918
0.904
0.892
1
0.897
0.968

0.906
0.894
0.896
1
0.894
0.97
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Table 10 Comparison of detection performance against hybrid attacks with f ive types.
Filler size
Sensitivity

Specif icity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

5%

10%

20%

30%

40%

50%

0.818
0.521
0.519
0.965
0.954
0.936

0.792
0.613
0.576
0.975
0.968
0.945

0.828
0.671
0.623
0.963
0.953
0.941

0.864
0.628
0.619
0.98
0.971
0.952

0.883
0.649
0.626
0.985
0.963
0.949

0.908
0.66
0.645
0.97
0.968
0.953

steady at a high level. The specificity of three algorithms does not change much,
because normal user profiles are unaltered. The results in Tables 3–11 prove that
Semi-SAD has a great advantage over supervised and unsupervised learning based
algorithms especially in the case of hybrid shilling attacks.
5.4 Impact of λ
The experiments in Section 5.4 utilize EM-λ to reduce the weight of the unlabeled
data by varying λ in (17) and (18). We range λ from 0 to 1 and the interval is set
to 0.1.The size of labeled data is also considered in the experiments. Three scales of
labeled data size are chosen: 50N-25S, 100N-50S, 150N-75S. AoP attack is tested, and
the filler size is set to 5%. Shilling profiles in training dataset are AoP 30% attacks,
and the actual attacks are AoP 60% attacks.
Figure 6 shows that sensitivity and specificity of Semi-SAD varies with the
increase of λ in three scales of labeled data size. Three curves in Figure 6a exhibit
similar variation tendency. The curves reach a peak when the λ value is intermediate.
Meanwhile, the curve of small labeled data size changes more significantly than that
of large labeled data size. However, as the λ value increases, the specificity of three
different labeled data size varies irregularly. It arises because the normal user profiles
in training dataset and test dataset are similar. However, specificity does not benefit
from the weight adjustment of unlabeled data as in Figure 6b. Because the labeled
shilling profiles are very useful to guide parameter estimation of EM, the smaller
labeled data size is, the smaller weight unlabeled data should be given.
Experimental results shown in Figure 6 indicate that when the labeled data size is
very small, carefully selecting λ could significantly improve the practical performance
of shilling detection even further. Strictly speaking, we can use cross-validation
approach to determine the optimal λ value for the specific data. However, in practice
we are able to set λ between 0.4 and 0.6 to obtain satisfying results.

Table 11 Comparison of detection performance against obfuscated hybrid attacks with f ive types.
Filler size
Sensitivity

Specif icity

Semi-SAD
Bayes-SAD
PCA-SAD
Semi-SAD
Bayes-SAD
PCA-SAD

5%
0.77
0.486
0.468
0.958
0.957
0.94

10%
0.758
0.532
0.549
0.968
0.967
0.948

20%
0.776
0.532
0.567
0.968
0.959
0.946

30%
0.836
0.574
0.576
0.973
0.968
0.945

40%
0.847
0.564
0.57
0.979
0.963
0.938

50%
0.838
0.585
0.615
0.968
0.963
0.942
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Figure 6 Impact of λ on three different scales of labeled data.

6 Conclusion
It is observed that there are few labeled users and a great deal of unlabeled users in
the real recommender systems. Existing research efforts on shilling attack detection
are based on either labeled data, or unlabeled data. We present Semi-SAD, a novel
semi-supervised learning based shilling attack detection algorithm.
This algorithm learns from both labeled and unlabeled user profiles based on the
combination of naïve Bayes classifier and EM-λ. Since the labeled data is valuable
and quite rare compared to the unlabeled data, EM-λ is employed to increase
the weight of the labeled data. Experimental results demonstrate that it could
significantly improve the performance of shilling detection if we carefully select λ,
especially for the small labeled dataset.
Our experiments compare Semi-SAD with Bayes-SAD and PCA-SAD, the supervised and unsupervised learning based approaches, in the scenarios of obfuscated
single shilling attack and hybrid shilling attacks. All three approaches are effective to
various obfuscated single shilling attacks, but Semi-SAD performs better than others.
Meanwhile, Semi-SAD has a great advantage over PCA-SAD against AoP attack.
Besides, the conducted experiments on hybrid shilling attacks show that Semi-SAD
performs significantly better than Bayes-SAD and PCA-SAD in the case of hybrid
shilling attacks.
In the future, the techniques for rare class analysis [21] will be adopted to shilling
attack detection, and an incremental Semi-SAD algorithm will be studied to deal
with the ever-increasing number of users in the real recommender systems.
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